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Agenda

• A little history lesson

• The age of the digital pathogen

• Where is the regulator?

• Regulatory Science and Regulatory Policy

• Caving in to pressure

• Faith Based Security and Group Hugs

• Taking control through procurement
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A Timeline Of Events

~370 BC -
Hippocrates

~1700’s – Age of 
Enlightenment

1847 – Ignaz
Semmelweis
Proposes Hand 
Washing To 
Prevent Disease

Late 1800’s – Pasteur, Koch, 
Lister Formal Experiments –
Germ Theory of Diseases

1946 – Formation of 
the CDC

~1970’s – Wireless 
Telemetry in Medical 
Devices

2008 – Kevin Fu –
First Medical 
Device “Hack”

2010 – Jay 
Radcliffe –
Hacks Insulin 
Pump at 
Blackhat

2011- 2012 –
Barnaby Jack –
Medical Device 
Hacking 
“Roadshow”

Early 2013 – Billy Rios 
Hacks Philips Xper

Summer 2013 – FDA 
Draft Guidance on 
Cybersecurity

Late 2014 – FDA 
Final Guidance on 
Cybersecurity

Carbon-Based 

Pathogens/Pathology

Silicon-Based 

Pathogens/Pathology



Roadblocks

Hippocrates – Religious leaders labeled him and followers heretics

Age of Enlightenment – Social status dictated beliefs

Semmelweis – Medical professionals offended by being told to wash 
hands (ended up dying in an insane asylum from gangrene)

Kevin Fu – Device makers lashed out at research

Radcliffe, Jack, Rios – Device makers become more irritated

FDA – Medical Device Manufacturers, software vendors, and lobbyists 
pushing back



The Rise Of Digital Pathology
• 2008 – First Documented Medical Device “Hack” by Dr. Kevin Fu and Associates.

• 2010 – Creation of the Medical Device Innovation Safety and Security Consortium (MDISS) which is the 
First Working Group Addressing Cybersecurity Related to Patient Safety

• 2010 – Onstage Presentation of Insulin Pump Hack by Jay Radcliffe at Blackhat (Prompting GAO 
Investigation)8Closely Followed By Barnaby Jack

• 2010 - 2012 – GAO Investigation Into Medical Device Cybersecurity and Release of Report Stating FDA 
Must Take Action to Address Cybersecurity

• 2011 – Billy Rios demonstrates Philips Xper System Attack and Provides ICS CERT and FDA with 300 
Back Door Medical Device Passwords

• 2013 – Association for Advancement of Medical Instrumentation (AAMI) Stands Up a Medical Device 
Security Working Group

• 2013 – MDISS and AAMI Both Working Fervently with Health Care Providers, Device Manufacturers, 
Regulators, and Consultants to Address Cybersecurity.

• 2013 – FDA Releases Draft Guidance on Cybersecurity and Cites Foundational Standards for 
Consideration

• 2013 – FDA Announces Plans for Creation of a Cybersecurity Testing Lab and Codenomicon Defensics
Fuzz Testing Platform as First Testing Tool.

• 2014 – FDA Breaking Ground on Creation of Cybersecurity Testing Lab

• 2015 – FDA abandons Cybersecurity Testing Lab



© 2015 Synopsys, Inc. 6

• Without vital organs we cannot live

• When devices are added to the 
human system that are needed to 
sustain life, they become the 
equivalent of vital organs

• A “digital disease” or “digital 
pathogen” is just as deadly to a 
human in this case as a carbon-
based disease or pathogen

• Devices that have these digital 
vulnerabilities are essentially like 
diseased organs

Vital Organs and Vital Devices
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The GAO Steps InAFor A Moment

• Recommendation: To better ensure the safety and effectiveness of active 
implantable medical devices, the Secretary of Health and Human Services 
should direct the Commissioner of FDA to develop and implement a more 

comprehensive plan to assist the agency in enhancing its review and 

surveillance of medical devices as technology evolves, and that will 
incorporate the multiple aspects of information security. This plan should 
include, at a minimum, four actions, such as determining how FDA can 

• (1) increase its focus on manufacturers' identification of potential 

unintentional and intentional threats, vulnerabilities, the resulting 

information security risks, and strategies to mitigate these risks during 

its PMA review process; 

• (2) utilize available resources, including those from other entities, such 

as other federal agencies; 

• (3) leverage its postmarket efforts to identify and investigate information 

security problems; and 

• (4) establish specific milestones for completing this review and 

implementing these changes.
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FDA Announces Cybersecurity Testing Lab

• FDA announced they were building a 

cybersecurity testing lab as part of a FBO 

Solicitation (Codenomicon Defensics- Fuzz 

Testing Software, Solicitation Number: FDA-13-

1120705) on July 21, 2013 (approximately 1 

month after releasing draft guidance).

• Initial focus will be on Fuzz Testing to discover 
unknown vulnerabilities present in protocol 
implementations in medical devices (e.g. bluetooth, 
IPV4, WiFi).

• FDA expectation is that medical device 
manufacturers will test and provide solid evidence to 
the FDA that they have tested for and addressed 
vulnerabilities.

• FDA has broken ground on Cybersecurity Testing 
Lab as of Q1 2014 and will train reviewers on how to 
assess validity of security claims.

• Testing principals will be similar to those found in 
IEC 62443 standards for Industrial Control Systems 
and adopted by other industries (Fuzz Testing 
Maturity Model)



© 2015 Synopsys, Inc. 9

Methodology: Fuzz Testing Maturity Model

Types Test Cases
Time

(Hours) Instrumentation
Allowed
Failures

Test Harness
Integration Processes Documentation

Other
Reqs

Optimized

G
T
R

Infinite
Infinite
Infinite

720 O,A,D None Yes S,C RR,S,P,B,C U2

Integrated

G
T

Infinite
Infinite

168 O,A,D None S,C RR,S,P,B,C

Managed

G
T

1,000,000
5,000,000

16 O,A Tr S RR,S,P,B

Defined

G
(T)

1,000,000
(5,000,000)

8 O Tr S RR,S,P

Initial

G/T 100,000 2 O Tr,As RR

Immature

Google

Chrome

Medical

Devices 

Failing

Verizon

Requires
(for acceptance test 

lab entry)

5

4

3

2

1

0

In a real hospital case study 60% of devices 

tested failed within 2 hours of testing
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Unknown Vulnerabilities Are BadA Known 

Vulnerabilities Are A HUGE Problem

• Hospital central monitoring 
system with 1683 known 

vulnerabilities. 

• 378 of the vulnerabilities are in 
one (Java) runtime environment, 
meaning just updating the 

version will fix 378 

vulnerabilities.

• This system is widely used 

throughout hospitals8including 
government hospitals
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Medical Issues are widespread

55 Known 

Vulnerabilities

181 Known 

Vulnerabilities

182 Missing Exploit 

Mitigation Techniques

818 Known 

Vulnerabilities 440 Known 

Vulnerabilities

49 Missing Exploit 

Mitigation Techniques

Infusion Pump Patient Monitor
Brain Wave Monitoring 

Device (OS)
Drug Library
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Graph Of Vulnerabilities In Hospital 

Monitoring System Over Time
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Newest component on software was compiled in 
Nov 2012. This indicates that it was released 

with at least 509 unique CVEs affecting 24

components around end of 2012 or early 2013.

As of 2015-02-15 total of 1094 unique CVEs 
Affected this software via now 30 vulnerable 

components. That is about 0.8 new CVEs / day.

Oldest compiled component on the 
software image was from Dec 2001
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HIE Database

(420 Known 

Vulnerabilities)

FED Database

(420 Known 

Vulnerabilities)

Hospital

Information Workflow

Bank (HSC)

Customer Database

(420 Known 

Vulnerabilities)

Router/Firewall

(689 Known 

Vulnerabilities) Router/Firewall

(689 Known 

Vulnerabilities)Data Analysis System

(231 Known 

Vulnerabilities)

Cash

EHR Database

(420 Known 

Vulnerabilities)

Patient

ATTACKER WORKFLOW

The 

Cloud

Patient Monitoring System

(1580 Known Vulnerabilities)

Infusion Pump

(41 Known 

Vulnerabilities)

Backup Server

(30 Known 

Vulnerabilities)
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MEDJACK – Now There’s A NAME FOR IT

• Report issued by security 
organization TrapX.

• From the article “TrapX found 
that while many hospitals, for 
example, maintain solid IT 
departments with firewalls and 
other security solutions, these 
vulnerable medical devices are 
often left without patching.”

• Attacker uses unpatched 
devices to get wherever they 
want to go.

Source: http://www.scmagazine.com/trapx-profiles-medjack-threat/article/418811/
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Cyber Supply Chain Management and 

Transparency Act – Key Provisions

For government agencies, software contracts must include clauses 
requiring:

• A confidentially supplied list, or a bill of materials, of each binary 
component that is used in the software, firmware, or product;

• The contractor to verify that products do not contain known security 
vulnerabilities and to notify the purchasing agency of any known 
vulnerabilities or defects;

• Product designs to allow fixes with patches, updates, or replacements; and

• The contractor to provide timely repairs for discovered vulnerabilities.
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Opposition Arguments

• We already do this:  The data indicates that if this is already being done no 
action is being taken to resolve the issue.  More likely it is not being done8or 
being done quite poorly, and leaving us all at risk.

• Sharing a Bill of Materials means giving up proprietary information: FDA 
already requires an ingredient list.  Coca Cola can supply an ingredient list 
without sharing trade secrets.

• I cannot control my supply chain: You already do in selection of products 
based on feature requirements.

• This requires too much work: Tools are completely automated and easy to 
use.

• This bill is being backed by organizations that stand to benefit from 

such legislation: Actually, we all benefit from better security.  The entire 
software security industry is built on identifying and mitigating security issues.
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What The FTC Says

• FTC has stated (directly to me) that they cannot prosecute medical 
because the FDA has jurisdiction.

• So that leaves the ball in the FDA’s court



What The FDA Says

• FDA will focus on information sharing and 
guidance

• FDA will NOT implement any new regulations

• In fact, the FDA is moving towards a policy of 
de-regulation



The “New” FDA Approach to 

Digital Health Policy
• A new “guru” of digital heath who 

hails from the software industry
• “FDA is quite earnestly 

working to ensure that it uses 

the lightest regulatory touch 

appropriate for software.”

- Brad Thompson, Epstein Becker
• “Don’t tell me what to do or 

you are going to make my head 

explode”

-Bakul Patel (quote from a 
meeting at MITRE I attended).
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The FDA Moves To Deregulation
• On February 15, 2011, the FDA issued a regulation down-classifying MDDS from 

Class III (high-risk) to Class I (low-risk) (“MDDS regulation”). Class I devices are 
subject to general controls under the Federal Food, Drug, and Cosmetic Act (FD&C 
Act). Since down-classifying MDDS, the FDA has gained additional experience with 
these types of technologies, and has determined that these devices pose a low risk to 
the public. Therefore, the FDA does not intend to enforce compliance with the 
regulatory controls that apply to MDDS devices, medical image storage devices, and 
medical image communications devices. 

• Policy for Medical Device Data Systems,Medical Image Storage Devices, and 

Medical Image Communications Devices 

– The FDA does not intend to enforce compliance with the regulatory controls that apply to 
the following devices: 

– a) MDDS subject to 21 CFR 880.6310, 

– b) Medical image storage devices subject to 21 CFR 892.2010, and 

– c) Medical image communications devices subject to 21 CFR 892.2020. 

– This means that for devices that meet the definitions in the regulations listed above, the FDA 

does not intend to enforce compliance with the regulatory controls, including registration 

and listing, premarket review, postmarket reporting, and quality system regulation for 

manufacturers of these types of devices.

http://www.fda.gov/downloads/MedicalDevices/DeviceRegulationandGuidance/GuidanceDocument
s/UCM401996.pdf
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The Cyber Czar For The USA Speaks
• Michael Daniel is the current Cyber 

Czar in The White House

• He has a Master’s Degree in Public 
Policy, and hails from the OMB (Office 
of Management and Budget)

• "Being too down in the weeds at the 

technical level could actually be a 

little bit of a distraction," Daniel, a 

special assistant to the president, 

says in an interview with Information 

Security Media Group.

• When I met him at the November 2014 
meeting in DC, after the FDA released 
it’s final guidance on cybersecurity, I 
asked him why he felt that voluntary 
efforts were sufficient for addressing 
cybersecurity, since it is so critical by 
the Government’s own admissing.  He 
replied that “there is currently no 

appetite for regulation.”
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Everybody Loves Ice Cream

• Ice cream sells itself

• Interesting technology is like ice cream

• We seem to be able to consume all the interesting technology and ice 
cream that can be produced

• Many of us seem to have an enormous appetite for both.
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Sometimes You Need To Consume What’s 

Good For You

• Regulation is like a wheat grass smoothie

• Regulation may be good for us at times, but it is certainly not 
“delicious”

• I don’t know anyone who has an appetite for wheat grass smoothies.

• If you keep eating ice cream without consuming something that is 
good for you, then bad things happen.



© 2015 Synopsys, Inc. 24

You Know What I Don’t Have An Appetite 

For At All?

GETTING HACKED !!!



Billy Rios and Hospira

• Billy Rios gave Hospira a year to fix some issues he discovered in their 
infusion pumps.

• They chose to not respond to Billy, so he decided to go public
• FDA got on the phone with Billy and one of the FDA officials tried to 

convince Billy to not go public, and asked him if he would consider not 
going public if Hospira hired him.

• Billy found this very offensive
• Another FDA official confirmed (to me) that he was indeed asked this 

question.



Regulatory Science and 

Regulatory Policy

• Regulatory Science –
Traditional scientific approach 
FDA has taken where food, 
drugs, devices are scientifically 
analyzed to determine 
capabilities, benefits, and 
(perhaps most importantly) risks 
based on empirical information.

• Regulatory Policy – Policies the 
FDA puts in place with respect to 
food, drugs, devices.  
Traditionally all regulatory policy 
was informed by regulatory 
science.



FDA: Faith Based Security and 

Group Hugs

• We don’t need no stinking regulatory science.

• Efforts will focus on information sharing and more 
guidance

• “The FDA is not planning any new regulations related to 
cybersecurity”



But, but, butAwhat happened to 

the lab?

• Despite the efforts of 
some dedicated 
regulatory scientists at 
the FDA, the lab 

never materialized.

• FDA has informed us 
they have no budget 

to spend on 

cybersecurity testing 

tools
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The Insurance Industry Pushes Back

• Cottage Health System gets 
breached forced to pay class 
action settlement of $4.125 
million ($81 per record)

• Insurer files suit in court for a 
Declaratory Judgment against 
Columbia for Cottage’s “Failure 

to Follow Minimum Required 

Practices.”
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Some Minimum Required Practices In Detail

• Check for security patches and apply 
within 30 days

• Replace factory default settings

• Re-assess risk yearly and apply 
changes

• Require 3rd parties to protect information 
with safeguards at least as good as your 
own

• PERFORM DUE DILLIGENCE ON 3RD

PARTIES TO ENSURE THAT THEIR 

SAFEGUARDS ARE AS GOOD AS 

YOUR OWN

• AUDIT 3RD PARTIES TO ENSURE 

THEY CONTINUOSLY SATISFY YOUR 

STANDARDS FOR SAFEGUARDING 

SENSITIVE INFORMATION



• Buyers of medical devices (e.g. hospitals) 
are starting to create procurement 

language demanding cybersecurity

artifacts prior to looking at bids bidding.

• Mayo Clinic requires fuzz testing and a 
lot more evidence that cybersecurity is 

being addressed.

• If a vendor does not meet the 

requirements, they may not bid on a 

project.

Procurement language is very 

interestingAand very effective

2.1 Testing and 

Scanning.

2.1.1 At <name>'s 
request Supplier will perform a 
vulnerability assessment for any or 
all Products (purchased or to be 
purchased by <name>), including 
scanning, and penetration testing 
by a tester of <name>'s choosing 
(or a tester selected by Supplier 
and approved by <name>), or, in 
<name>’s discretion, <name> 
personnel may perform such 
vulnerability assessment, all at no 
cost to <name>. Supplier 
represents and warrants that it 
performs security testing and 
validation for all of its Products, 
and that all security testing 
performed by Supplier covers all 
issues noted in the "SANS WE Top 
25" and / or "OWASP Top 10" 
documentation, and shall include a 
vulnerability scan encompassing 
all ports and fuzz testing8.

# 01 Framework and 

Standards 1 What 
security framework or 
standards were used 
during product design, 
development and 
testing? # 02 Software 

Design, Development 

and Testing 1 What 
tools are used during 
software development 
to encourage secure 
coding? 2 What 
procceses and tools 
were used during 
security testing? 3 Are 
the results of security 
testing and mitigation 
plans available for 
customers? 4 Did the 
testing scenarios inlude
the SANS CWE Top 25 
and the OWASP top 
10? 



Supply Chain Cyber Assurance – Supplier Requirements

Introduction

This document serves as a minimal set of requirements for any supplier providing network-connectable software, systems, or 
devices as part of a contractual bid to [FULL NAME OF ORGANIZATION] A description of the required methods by which features 
and functions of network-connectable devices are expected to be evaluated at the product level and tested for known vulnerabilities 
and software security weaknesses while also establishing a minimum set of verification activities intended to reduce the likelihood 
of exploitable weaknesses that could be vectors of zero-day exploits that may affect the device are articulated throughout this 
document.  While this document serves as a minimal set of requirements, [FULL NAME OF ORGANIZATION] expects that 
suppliers will remain conscious of the dynamic nature of cybersecurity and provide incremental improvements as needed, which 
[FULL NAME OF ORGANIZATION] shall consider for inclusion in future versions of this document.  Suppliers shall be required to
provide [FULL NAME OF ORGANIZATION] with any and all requested artifacts as evidence that the supplier is in compliance with 
stated requirements. 

Scope

These requirements applies to (but is not limited to) the following :
Application software
Embedded software
Firmware
Drivers
Middleware
Operating Systems
The requirements in this document are derived from various industry standards, guidelines, and other documents including, but not 
limited to:
IEC 62443
ISO 27001
NIST SP 800-53
NIST SP 800-82
DHS Cyber Security Procurement Language for Control Systems

Suppliers Need To Be Held Accountable
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Building A Cybersecurity Certification Lab

• Aligned with 
international 
standards (62443)

• Creating program 
due to demand

• Creating program 
due to need

• Active lobbying to 
promote message



Thank You!

Mike Ahmadi

Global Director of Critical Systems Security

Synopsys Software Integrity Group

ahmadi@synopsys.com



Thank You


